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2015–2016 EMI SIG Year Subcommittee Activities
Introduction
The COOPSC has a diverse membership of 196 members who represent various DOE Headquarters’ Departments, National Laboratories, DOE Field Elements, Chief Information Officers, Energy Power Administrations, security organizations, and DOE prime contractors and subcontractors.
At the 2016 EMI SIG Annual Meeting in Leesburg, Virginia, the COOP Subcommittee conducted a 2-hour COOP workshop.  Discussions focused on continuity topics of specific interest to members and a Headquarters update.  The session was attended by 32 EMI SIG participants plus 4 additional remote attendees and included the following topics:
· COOPSC business (Charter review, Election of Officers, 2016 COOP Virtual Tabletop Exercise Follow Up and Continuing and New Initiatives for 2016-2017)
· HQ update from the new DOE HQ Continuity Program Manager,  Steve Maguire and Deputy Continuity Program Manager ,Matt Mahar
· Sites supporting other site Mission Essential Functions
· COOP Virtual Tabletop Tool Demonstration by Sherman Campbell of Idaho National Laboratory
At this time, the current direction is not to include Continuity of Operation (COOP) in the rewrite of 
DOE O 151.1D, so there are no specific tasks identified to support the 151.1 initiative but the COOPSC is ready to support as necessary.
Current Objectives
The COOPSC will:
· Ensure the viability of Headquarters (HQ) and its Contractors’ continuity capabilities through coordinated planning and exchange of information and management techniques. 
· Promote standards and best practices through informational and educational activities.
· Serve as a DOE/NNSA focal point for COOP issues.
· Function as a DOE/NNSA repository for COOP resources.
· Collect and synthesize input to define the DOE/NNSA-wide position on COOP issues.
· Promote DOE/NNSA-wide best practices for implementing COOP.
· Establish and maintain liaison with other EMI SIG and DOE/NNSA committees that have mutual interests.  The COOPSC shall advise, as requested, all other DOE/NNSA committees on COOP and promote cooperation among these committees in areas of common interest.
· Provide regularly scheduled information-sharing video and/or phone conferencing. 
Accomplishments
COOPSC Monthly Conference Calls:  Monthly teleconferences have averaged 24 attendees per teleconference.  All action items were addressed.  Highlights were developed, approved, and posted on the COOPSC SharePoint Site.
Products
· The COOPSC, with support of the ORISE staff, developed and published the quarterly newsletter, The COOP Connection.  Nine editions of the COOP Connection are posted on the EMI SIG Training and Products Web Page, with the latest published in January 2016.
· On April 13, 2016, an unclassified virtual tabletop titled “2016 COOP Virtual Tabletop Exercise” was conducted via Adobe Connect over a four-hour period.  The exercise required participant response to simulated cyber threats, necessitating a DOE-directed internet isolation of all sites for an extended duration.

The Lead Facilitator was Jeffrey Leifel, ORAU-ORISE.  Local Site Facilitators conducted three modules of guided discussions with mission essential function personnel, Continuity Coordinators, Primary/Mission Essential Functions (PMEFs/MEFs), Essential Support Activities (ESAs), information technology (IT) personnel, and senior leadership.  Participating sites were Brookhaven National Laboratory (BNL), East Tennessee Technology Park (ETTP), Idaho National Laboratory (INL), and Sandia National Laboratories – California (SNL-CA), with several other sites observing the exercise.  Over 70 people, across the four sites, assessed continuity plans, redundancy capabilities, facility operations, internal communications, and partner notifications, as well as held conversations with Cybersecurity, IT MEFs, senior leadership, and executives.
Deliverables of this exercise included all exercise materials so that the exercise could be performed again across a variety of sites or at a single site/facility.  All exercise products are on the COOPSC SharePoint site.
New Objectives
In addition to the current objectives, the following products will be pursued during the next fiscal year.  The COOPSC will:

· Submit a proposal to conduct another virtual tabletop exercise using the exercise materials from the 2014 and 2016 COOP virtual tabletop exercises.

· Continue with the monthly teleconference, which occurs the second Thursday of each month.

· Continue with the COOP Connection quarterly newsletter and distribution to all EMI SIG members.

· Increase the use of the COOPSC SharePoint site by updating the COOP Coordinators List, posting site visits and results, and other current COOP topics and lessons learned as appropriate.
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