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* Discuss the use of mock media and social media
during the full-scale exercise DORSET-16 in Las Vegas
and examine how Lessons Learned were used to
enhance Emergency Public Information (EPI).
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We'll also:

* Share best practices NNSS has implemented into its EPI Program.
* Discuss how sites can leverage best practices.



* Many sites still relying on press releases for news

* Some social media presence exists among
DOE/NNSA locations

* Media/public turning to Facebook, Twitter,

r
Instagram, etc. more than ever to gather and
spread information

CURRENT STATE OF EPI
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Across NNSA, there is still a reliance on the concept of press releases as a way to
disseminate EPI.

Most sites have at least some social media presence — but not all are using it, or monitoring
it, on a regular basis to stay current.

Meanwhile, current national and world events are occurring at such a rapid rate that the
media and public demand information — and they demand it now

- in the absence of an official “authority” or reliable information, rumors are
developed and spread very quickly

- stories evolve very rapidly, facts change

- the social media culture is one of ever-changing details

There are those in DOE/NNSA who still might be a bit skittish about the idea of releasing
information until the whole picture is known.

It is our job as EPI specialists to change that culture into one of getting out in front of
rumors and misinformation, providing details as we get them, and painting the picture as
we go.
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Over 75% of all internet users use social media.

For younger users, Instagram is now more important than Facebook and Twitter.
Most social networks are evenly split between males and females; except Pinterest.
For 18-49 age group, YouTube has greater reach than any cable network.

Number of users:
Facebook: 1,550,000,000
Tumbler: 420,000,000
Instagram: 400,000,000
Twitter: 320,000,000
Snapchat: 100,000,000

http://growingsocialmedia.com/social-media-facts-and-statistics-for-
2016/#yZMP8xM7fFgEmd7R.99



* Technology and new social media platforms
evolve almost daily

* More government agencies are incorporating
social media into their information programs

* DOE/NNSA leadership has an expectation that

Sites would keep management informed of events
in real time

FUTURE STATE OF EPI
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The evolution of social media platforms has been rapid. A few years ago Facebook was all
the rage. Today, Facebook continues to be a major player, but new platforms emerge all the
time.
Because of the public and media demand for fast information — and understanding that the
absence of information fosters rumors — more government agencies are building social
media into their overall EPI programs.
Our own leadership has repeatedly expressed concern that they often find out about
events at Sites after they’ve occurred
- This is primarily because social media has information almost before we do
-employees
-bystanders
-responders
Every Site has policies for the use of social media, but the reality is that everyone is using it.
We can either recognize it and leverage available resources to develop our messaging, or
we can find ourselves left behind.

Let’s look at some of the growing technology playing out in the information process.



Unmanned aerial vehicles, or drones, are being

incorporated into more emergency management
programs

Drones provide real-time, big picture view of an

* Media also testing use of drones in gathering and
broadcasting news stories - IS
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Drones are figuring more and more into many aspects of life, and particularly,
emergency management. They have the ability to provide emergency managers and
the general public with new perspectives generating real-time information including
live video.

News stations and networks like CNN also have, in the past year, received
permission to start testing the use of drones in their reporting. While the FAA is
moving to regulate the use of unmanned aircraft, the development of this
technology will be a reality eventuality.

The implication for EPI is that your event may be broadcast from a bird’s eye view to
everyone, everywhere before you have the ability to control your narrative.



People connect emotionally to images more than video, audio or text and visual
content is taking over the social web. The brain processes images a lot faster than
text. People also make decisions and take action quicker when prompted by image.
Consider the impact of real-time video in 360 degree perspective. There are
challenges and opportunities.



There is growing interest in using gaming technology for government applications
and in particular Virtual Reality (VR) and Augmented Reality (AR) technologies have
drawn government attention for information technology, intelligence, surveillance
and reconnaissance applications.

Augmented reality is the blending of virtual reality and real life, as developers can
create images within applications that blend in with contents in the real world. With
AR, users are able to interact with virtual contents in the real world, and are able to
distinguish between the two.

Virtual reality is all about the creation of a virtual world that users can interact with.
VR is usually achieved by the wearing of a VR helmet or goggles similar to the
Oculus Rift.

Both virtual reality and augmented reality are similar in the goal of immersing the
user, though both systems do this in different ways. With AR, users continue to be
in touch with the real world while interacting with virtual objects around them.

With VR, the user is isolated from the real world while immersed in a world that is



completely fabricated. Currently, VR might work better for video games and social
networking in a virtual environment, such as Second Life.
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We live in a 24/7 news cycle where information flows in real-time. The line between official
sources and non-official sources is murky. People have the ability to choose how they
consume information and the internet/social media provides a buffet of constant
information at an increased volume.

Consider the technologies we just discussed and how they can impact and enhance
“interactive news” and the effect this can have on your information cycle.



» Sites must research and implement social media
strategies that best provide information to affected
communities

* In order to do this effectively, emergency
management programs must find ways to practice
social media in real-time, exercise scenarios

» Several DOE/NNSA Sites already have started
exploring the use of mock media in doing this

HOW CAN WE KEEP UP?

The only way to be prepared to effectively provide EPI in the face of today’s technology and
information demands is to understand how social media can be used to our advantage.
The Site that takes time to develop strategies and implement processes for the use of social
media will be one step ahead in controlling the flow of EPI.
But to be best prepared to use these processes, we must also have a way to practice them.
-the DOE order requires the existence of an exercise program at all Sites
- how does a Site practice social media — especially if the environment is one
in which social media platforms are not completely understood.

That’s where Mock Media and the use of social media during exercises comes in.
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* Produce real-time
stories

* Assess player responses

Mock Media Overview

* Work closely with exercise directors and design team to meet objectives
* Test players' emergency public information response capabilities

* Support evaluators

What do they do?

* Field play

* Phone inquiries

* Real-time print and broadcast news stories

* Social media engagement

Argonne creates bogus Twitter and Facebook pages

- Tightly controlled by placing filters on each page
- Only “Like” or “Friend” those playing in exercise
- Offsites also must use bogus logins or pages
- Mock media/public accounts used to generate SimCell responses
- Social Media in Full-Scale Exercises

* Produce real-time print and broadcast news stories



* Injected into play during exercise

* What media would tell public in emergency

» Stories highlight gaps, inconsistencies, confusion

* Players monitor and analyze stories

* Players correct, clarify or provide more information

Argonne Mock Media Support
* More than 100 exercises since 1993
* Department of Energy
* Lawrence Livermore, Los Alamos, Nevada Test Site, Pantex, Sandia
* Chemical Stockpile Emergency Preparedness Program (CSEPP)
* Radiological Emergency Preparedness (REP) Program
* Use of ENN
* Support evaluation process
Written observations
Accomplishments
Timelines
Documentation
* Mock Media Post-Exercise
* Not evaluators
* Support evaluation process
Observations
Accomplishments
Timelines
Documentation
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DORSET-16 Mock Media
News Conference
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* Provides a realistic,
challenging environment

* Mimics “real-world”
pressures

» Validates technology

* Validates processes and
procedures

* Gains experience and
familiarity with actual

real-world tools

The National Conference

Having mock media involved in exercise play helps drive information flow by creating a
timeliness requirement that might not exist otherwise.

This demand for news creates real-world needs to address rumors and get current details
out as quickly as possible.

Further, we’re able to use our technology, processes and procedures in a realistic
environment. This is the best way to ensure they would work when we need them.

This also requires that everyone who works in Emergency Management and EPI have an
understanding of the tools we have available to ensure we can best serve the needs of our
employees, our stakeholders, and the public.
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* Social media incorporated into all aspects of EPI
process

» Twitter board incorporated within WebEOC

* WebEOC chat function for approval/coordination
within the JIC

* Ramped-up social media monitors
* De-emphasize use of press releases

* Trained news writers to coordinate messaging via
social media
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Argonne creates bogus Twitter and Facebook pages
- Tightly controlled by placing filters on each page
- Only “Like” or “Friend” those playing in exercise
- Offsites also must use bogus logins or pages
- Mock media/public accounts used to generate SimCell responses

Exercise Play

- Social media players in SimCell use scripted injects/real-time injects based on
exercise play

- EOC writer uses hashtag #NNSSEVENT to specify “official” information

- Field “reporters” generate additional social media

- Observer accounts set up for non-players

14
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* Social media flow timely

EOC Writer/JIC Writer symbiotic relationship

* Mock media appreciated feeling of responsiveness

Ability to test new approaches
— Virtual Operations Support Team (VOST)
» Recognition of hard work! = Superior Performance
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By having a social media writer in the EOC, messaging is gathered in essence at a point of
origin. This ensures the timeliness of information as it is received.

As the writer in the EOC and the writer in the JIC are supporting one another, they are able
to ensure that messaging and responses are being monitored and corrected.

In Dorset, mock media indicated they felt as if social media kept them “in the loop,” and
they appreciated that EPI was a constant

NNSS also was able to try out a new VOST program. Two individuals monitored social
media from remote sites and were able to report back their findings. This would prove
valuable if a facility or site was short the manpower necessary to cover social media
concerns.

The integration of social media and the technology such as WebEOC and bogus social
media platforms earned the NNSS a Superior Performance in their evaluation during
Dorset-16.
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* Learn from other sites spearheading new initiatives

* With some extra planning, social media can be
exercised in a safe and productive manner

.
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media ensures NNSA sites are prepared

* Sites must reassess and revise EPI plans and
procedures . . . continuously




How to Translate NNSS’s Success to
Your Site

Take an active approach
in exercise planning
process o

Act don’t react - e
, aontreact

Learn from each other i

EPI Subcommittee z_“..

“Exercising Social Media e —— .
Jejortert o e e
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