

	Exercise Scenario Materials

Quality Review Checklist Template

	Exercise Title:
	Date of the Exercise:



	Checklist completed by:

	Introduction

Roles and Responsibilities

	Exercise Director/Lead Exercise Planner
	Review exercise plan and scenario materials to ensure exercise planning, development, conduct, and evaluation activities:

· Master Exercise Schedule and updates

· Completeness

· Consistency

· Correlation with all objectives

· Technical accuracy

· Appropriate timing
· Logical/realistic sequence of events

	Planning Group
	Review exercise plan and scenario materials to ensure:

· Schedule of exercise activities

· Development of exercise scope, objectives, participants, and planning schedule

· Development and completeness of Scenario Guidelines

· Development of Master Exercise Schedule

· Updates to Master Exercise Schedule

· Coordination of administrative, logistics, safety, and security activities

· Maintenance of fiscal responsibility

	Scenario Development Group
	Review participant list to include members from all participating organizations

Develop scenario component, including scenario narrative, Master Scenario Events List (MSEL), timeline, injects and messages and the exercise technical data

Review scenario materials to ensure:

· Completeness

· Consistency

· Correlation with all objectives

· Technical accuracy

· Appropriate timing

· Logical/realistic sequence of events
Coordinate development, assembly, and production of exercise plan

	Control/Evaluator Groups
	Review scenario materials to ensure:

· Complete understanding of scenario and MSEL

· Awareness of information, messages/injects  to be presented

	Safety Representative and Lead Activity Point Controllers
	Review scenario materials to ensure:

· Walkdown identification and documentation of potential hazards at activity locations 

	Subject Matter Experts (SMEs)
	Review scenario materials to ensure:

· Event information consistent with type of hazard

· Accurate technical data provided

· Technical data supports player decisions and response actions

· Credible sequence of events 

· Anticipated responses consistent with plans and procedures

	Introduction

Roles and Responsibilities

	Authorized Derivative Classifier (ADC)
	Review scenario materials to ensure:

· Classification level

· Appropriate security measures applied in accordance with established procedures


	Introduction
Scenario Materials Security

	
	Item
	List Documents and/or Additional Information

	□
	Restricted access:

· Trusted agents (developers/reviewers)

· Exercise Planning Team

· Controllers

· Evaluators
	

	□
	Distribute, sign and file confidentiality statements
	

	□
	Reviewed for classified information by Authorized Derivative Classifier (ADC)
	

	□
	Reviewed for Unclassified Controlled Nuclear Information (UCNI)
	

	□
	Handled in accordance with site security procedures
	

	□
	Other (specify)
	


	Introduction

Sources for Exercise Scenarios

	
	Item
	List Documents and/or Additional Information

	□
	Hazards Surveys
	

	□
	Hazards Assessments
	

	□
	Safety Analysis Reports (SARs)
	

	□
	Basis for Interim Operations (BIO) Report(s)
	

	□
	Occurrence Reports
	

	□
	Other (specify)
	


	Part 1 – Planning and Design

Step 1.1  Develop the Exercise Scope

	Item:
	Description

	□
	Purpose of exercise (Why)
	

	□
	Type of exercise (How)
	

	□
	Emergency Management Phase

· Initial Response

· Mitigation

· Re-entry

· Recovery
	

	□
	Participating organizations and level of participation (Who)

· Facility

· Site

· Cognizant Field Element

· DOE/NNSA Headquarters

· Radiological Response Asset

· Transportation Emergency Preparedness Program

· Fire Department

· Clinic/Hospital

· Site EOC

· Media Center

· Joint Information Center (JIC)
· Local responders

· State responders
· State Homeland Security
	

	□
	Exercise Locations (Where)
	

	□
	Exercise Date(s) (When)
	

	□
	Resources (Staff and time)
	

	□
	Begin list of simulations
	

	□
	Other (specify)
	


	Part 1 – Planning and Design
Step 1.2  Develop the Exercise Master Schedule

	
	Item
	List Documents and/or Additional Information

	□
	Schedule major milestones
· Exercise meetings
· Scenario material components development and review dates
· Quality control reviews
· Security reviews
· Management reviews
· Others
	

	□
	Share draft schedule with all participating organizations
	

	□
	Approve schedule
	

	□
	90 calendar days prior to exercise submit EXPLAN materials
· Scenario narrative
· Draft MSEL

· Objectives
· Participant list to 
· Cognizant Field Element (CFE)
· Program Secretarial Office (PSO)

· Associate Administrator, Office of Emergency Operations (NA-40)
	

	□
	60 calendar days prior to exercise 

· Complete planning group review/revision of draft EXPLAN.  
· Submit EXPLAN to DOE/NNSA CFE for approval.  
· Plan must be approved at least 30 days prior to exercise.
	

	□
	30 calendar days prior to exercise
· Submit approved EXPLAN to PSO and Associate Administrator, Office of Emergency Operations (NA-40) 
	


	Part 1 – Planning and Design

Step 1.3  Review the Exercise Objectives

	Item
	List Documents and/or Additional Information

	□
	Obtain exercise objectives from each participating organization
	

	□
	Ensure exercise objectives include an opportunity for demonstration of each objective need
	

	□
	(Other)
	


	Part 1 – Planning and Design

Step 1.4  Develop the Scenario Guidelines

	Item
	List Documents and/or Additional Information

	□
	List Limitations (Management policies and guidelines)
· Conducting exercise(s)
· Weekends
· Overtime restrictions or authorizations
· Financial constraints
	

	□
	List Protocols  (Ground rules or rules of conduct)
· Drillsmanship 
· Safety
	

	□
	List Pre-approved simulations

· Meteorological data
· Response vehicle red lights

· Simulated roadblocks without interference or disruption of public traffic patterns

· Eco-friendly depiction of hazardous materials release

· Smoke generator
· Protective equipment

· Photographic damage depiction

· Audio for realism
	


	Part 2 – Scenario Narrative Development

Step 2.1  Identify Initial Conditions

	Item
	List Documents and/or Additional Information

	□
	Review scenario guidelines to understand limits to time of day and weather conditions
	

	□
	Document in initial condition script
· Time of day 
· Environmental conditions (weather)
	

	□
	Think through initial conditions that exist prior to the start of the exercise
	


	Part 2 – Scenario Narrative Development

Step 2.2  Identify Initial Operational Conditions

	Item
	List Documents and/or Additional Information

	□
	Ensure operational actions and processes are plausible for event to occur
	

	□
	Ensure consequences give opportunity to meet all exercise objectives
	

	□
	Document any additional events and/or conditions necessary to meet all exercise objectives
	

	□
	Ensure sequence of messages simulate a realistic occurrence
	


	Part 2 – Scenario Narrative Development
Step 2.3  Identify Initiating Events

	Item
	List Documents and/or Additional Information

	□
	Review applicable site/process documents for initiating events:

· Hazards Surveys and Hazards Assessments

· Safety Analysis Reports (SARs)

· Basis for Interim Operations (BIO) Reports
	

	□
	Review prior Occurrence Reports
	

	□
	Interview Operations and Safety Staff
	

	□
	Ensure technical accuracy
	

	□
	Ascertain if any procedural and administrative controls exist (Would any be violated?)
	

	□
	Review for classification

· Classified

· Unclassified Controlled Nuclear Information (UCNI)
	

	□
	Handle classified scenario information in accordance with site security procedures
	


	Part 2 – Scenario Narrative Development

Step 2.4  Provide Expected Responder Actions

	Item
	List Documents and/or Additional Information

	□
	Review emergency plan and implementing procedures for response actions
	

	□
	Outline actions the responders (players) take for each exercise objective
	

	□
	Document response action from notification through mitigation (and/or exercise termination) for each participating organization (e.g., fire department, incident command, etc.)
	


	Part 2 – Scenario Narrative Development

Step 2.5  Describe Termination Conditions

	Item
	List Documents and/or Additional Information

	□
	Document termination conditions
	


	Part 3 – Timeline and MSEL Development

Step 3.1  Identify the Initiating and Other Key Events in the Timeline

	Item
	List Documents and/or Additional Information

	□
	Document listing of sequence and timing of:

· Key operations

· Technical events

· Logistical events
	

	□
	Identify any time jumps 
· Timeline 
Avoid frequent time jumps
	

	□
	Confirm realistic flow of sequence and timely response events
	

	□
	Ensure chosen timeline format meets facility/site needs
	


	Part 3 – Timeline and MSEL Development

Step 3.2  Identify the Initiating and Other Key Events in the MSEL

	Item
	List Documents and/or Additional Information

	□
	Review the conditions, actions (tasks), and measurable standards set forth in each exercise objective
	

	□
	Review the delivery methods for injects (e.g., phone call, facsimile, radio call, e-mail)
	

	□
	Review and confirm usefulness of the two formats of MSEL 
· Short
· Injects
· The time
· Short description
· A responsible controller
· A responder (player)
· Long 
· More detailed descriptions
· Exact quotes for injects
· Descriptions of expected actions
	

	□
	Review expected responder (player) actions
	

	□
	Determine sequence of actions (without timing)
	


	Part 3 – Timeline and MSEL Development

Step 3.3  Assign Times to the Sequence of Events As They Are Added to the Timeline and MSEL

	Item
	List Documents and/or Additional Information

	□
	Outline response actions and review required times to accomplish actions in the

· Regulations

· DOE orders
· Site or State, Local, Tribal emergency plans and procedures
	

	□
	· Review whether times to accomplish are mandated or best guess.  
· Recalculate scheduling using backwards planning
	

	□
	Coordinate with Scenario Development Group and the other Exercise Planning Team members to resolve all timing conflicts
	

	□
	Review MSEL entries to determine:
· Is it a key event?

· What is the desired action?

· Who will demonstrate the action? 
· What will stimulate the action?
· Who will demonstrate the target behavior and what will stimulate the behavior?

· What/who originates the stimulant? Who receives it and how?

· Should a contingency inject be developed in case the behavior fails to be demonstrated?
	


	Part 3 – Timeline and MSEL Development

Step 3.4  Identify Messages and Injects

	Item
	List Documents and/or Additional Information

	□
	Ensure messages and injects:

· Create situations

· Provide specific instructions and data

· Correspond with activities required by emergency plans, procedures, checklist, etc.
	

	□
	Ensure messages do include instructions to controllers to:

· Begin simulations

· Insert information

· Provide earned information

· Provide acting instructions

· Provide contingency messages
	

	□
	Ensure delivery methods simulate an absentee entity that would be present in an actual event:
· Actions

· Activities

· Conversations
	

	□
	Ensure messages contain
· Accurate, unambiguous, and non-prompting information
· Technical data for responders (players) 
· Direction for the exercise
	

	□
	Ensure messages are formatted and presented in a realistic manner
	

	□
	Identify and review contextual injects to ensure information sharing when exercise timing gets off-track
	

	□
	Identify and review earned information injects to ensure that appropriate actions are identified before delivery
	

	□
	Identify and review contingency injects to ensure that each begins with an explicit directive
	

	□
	Review MSEL entries to determine:

· Is it a key event?

· What is the desired action?

· Who will demonstrate the action? 

· What will stimulate the action?

· Who will demonstrate the target behavior and what will stimulate the behavior?

· What/who originates the stimulant? Who receives it and how?

· Should a contingency inject be developed in case the behavior fails to be demonstrated?
	


	Part 4 – Messages and Support Data Development
Step 4.1  Develop Pre-exercise Messages

	Item
	List Documents and/or Additional Information

	□
	Ensure message provides instructions to the Control and Administration/Logistics Groups for preparing the simulations and staging personnel prior to the start of the exercise
	

	□
	Ensure notification of the site/facility employees about the impending exercise
	

	□
	Ensure messages prepare: 
· Event scene

· Controllers
· Evaluators
· Responders (players)

· The plant population
	


	Part 4 – Messages and Support Data Development

Step 4.2  Develop Action Messages

	Item
	List Documents and/or Additional Information

	□
	Ensure message format:
· Data sheets

· Charts

· Pictures

· Hard copies of voice messages
	

	□
	Ensure message content contains:

· Recipient

· Sender

· Time of delivery

· Subject line

· Expected responder action

· Any additional information or directions for the controller
	

	□
	Review the actions in the MSEL where information is required
	

	□
	Ensure action messages are addressed to responders (players)
	

	□
	Check emergency plans and procedures for information needed to continue emergency response
	

	□
	Ensure action message compatibility with emergency management documentation such as Emergency Action Level (EAL) document(s)
	

	□
	Identify and train control cell actors on action messages as appropriate
	


	Part 4 – Messages and Support Data Development

Step 4.3  Develop Control Messages

	Item
	List Documents and/or Additional Information

	□
	Develop control messages:

· Administrative holds

· Exercise play suspension

· Restart
· Termination
	

	□
	Review control messages for:
· Communication checks
· Permission from Shift Superintendent to open exercise window

· Placement of props and actors

· Implementation of safety and security plans

· When to begin simulations

· Changing conditions for responders (players) during exercise play
	

	□
	Review contingency messages to keep exercise on track
	

	□
	Ensure contingency messages exist if either question below is answered Yes:

· Will incompletion of this action impede the demonstration of a subsequent action?

· What other actions can responders make based on the information presented that will impede the demonstration of another objective?
	

	□
	Ensure each contingency message is identified with a C after the message number
	


	Part 4 – Messages and Support Data Development

Step 4.4  Develop General Site and Facility–Specific Data

	Item
	List Documents and/or Additional Information

	□
	Ensure data is appropriate for type and scope of exercise
	

	□
	Ensure general facility data describes:

· Area and site, with maps

· Mission

· Emergency management program

· Offsite interfaces
	

	□
	Ensure general site data includes relevant parts of::
· Approved Site Emergency Plans

· Approved Hazards Surveys
	

	□
	Ensure specific facility data includes:
· Operational data at time of event from SAR, Hazards Assessments, or BIO reports
· Diagrams

· Schematics

· Data tables
	

	□
	Ensure scenario materials are reviewed by Authorized Derivative Classifier
	


	Part 4 – Messages and Support Data Development

Step 4.5  Develop Hazardous Material Data

	Item
	List Documents and/or Additional Information

	□
	Ensure developer has technical expertise in 

· Specific type of hazard planned

· Plume modeling
	

	□
	Ensure the release of hazardous materials goes through a three-point process:

· Develop and document the basis and assumptions

· Run a plume model and projections

· Translate the plots and projections into a form and format to be used by the controllers and/or give data to the responders (players)
	

	□
	Ensure run models and projections use the same procedure(s) and software as used by the consequence assessment staff during an event
· Coordinate with offsite models
· Conduct multiple runs if real meteorological conditions are used
	

	□
	Ensure readings at the facility and site boundaries

· Do the data measurements meet expectations and the exercise focus and limitations?
	

	□
	Ensure data translation into controller tools uses three-step process:

· Determine the use of the data
· Determine presentation form and format

· Develop and produce the controller tools
	

	□
	Ensure scenario materials are reviewed by Authorized Derivative Classifier
	


	Part 4 – Messages and Support Data Development

Step 4.6  Develop Meteorological Data

	Item
	List Documents and/or Additional Information

	□
	Confirm identification of all devices that provide direction to the responders (players)

· Towers
· Gauges
· Wind direction devices
· Readouts that feed into plume
· Magnetic north

· Grid
· True north

· Wind direction/speed flag on incident command vehicle

· Understand the units of measure for each device
	

	□
	Ensure the specifications meet the pre-approved Met conditions
· Wind speed and direction
· Stability class

· Temperature

· Humidity

· Weather forecasts

Confirm if the wind direction and speed shift during the exercise


	

	□
	Ensure that the format of the Met data is the same form that conditions are observed by the response organization and includes:

· Event scene

· Digital readouts in emergency response facilities

· Associated computer programs

Ensure that the Met data provides constant reinforcement and visual aids
· Wind direction arrow with speed imprinted
· Large fan with streamers pointed in correct direction
	

	□
	Ensure scenario materials are reviewed by Authorized Derivative Classifier
	


	Part 4 – Messages and Support Data Development

Step 4.7  Develop Medical Data

	Item
	List Documents and/or Additional Information

	□
	Review medical plans (including mass casualty plan) and implementing procedures

· 
	

	□
	Determine number of causalities:
· Contaminated and injured

· Non-contaminated and injured

Determine number of fatalities:
· Contaminated

· Non-contaminated

	

	□
	Ensure type and location of the injury and extent of injuries and contamination to each casualty

· Develop Body Maps
· Develop vital signs that the victim would demonstrate based on the injury

· Build the contamination tables that includes a reading for each contaminated area from initial survey through the decontamination process

· Identify the protocol for identifying the patient

· Actor’s name and badge number is used
· Actor’s name is not used, develop an employee record (for human resources) and medical record

· Develop a history of what each actor was doing and how he/she was injured in the initiating event (ensure this is congruent with the scenario)
· Develop Messages and or Instructions for Earned Information
	

	□
	Ensure identification of expected transport
	

	□
	Ensure the length of time patients will be in the medical system in exercise play
	

	□
	Ensure identification of patients final destination
	


	Part 4 – Messages and Support Data Development

Step 4.8  Develop Other Types of Data Needed for the Exercise

	Item
	List Documents and/or Additional Information

	□
	Identify the expected data requirements
	

	□
	Identify how information will be provided to the responders (players)
	

	□
	Provide data in the form and format that the role players/actors can easily provide to responders (players)
	

	□
	Ensure scenario materials are reviewed by Authorized Derivative Classifier
	


	Part 5 – Quality Control

Step 5.1  Conduct Quality Control of Scenario Materials

	Item
	List Documents and/or Additional Information

	□
	Schedule quality control checks 
	

	□
	Ensure congruency in other associated materials when changes are made to one document
· Scenario narrative

· Timeline of Key Scenario Events

· MSEL

· Injects and Messages

· Pre-approved Simulations
	

	□
	)Present MSEL to entire Emergency Planning Team after each draft is completed along with associated scenario materials
· Initial draft

· Second draft

· Third draft
	

	□
	Ensure an opportunity is provided for all organizations to meet their exercise objectives:
· Synchronize the objectives to an appropriate time spot in the Timeline

· Synchronize the Timeline to the MSEL

· Compare the data in the Timeline and MSEL for any differences

· Run independent check on the MSEL against the list of exercise objectives 
	

	□
	Ensure technical accuracy of the scenario materials:

· Event information is consistent with approved Hazards Assessments, Plans, and Procedures

· Indicators, information, and data provided are sufficient for the responders (players) to make decisions and take response actions
	

	□
	Divide the scenario materials into sections and functions for individual review

· Exercise Master Schedule

· See Step 1.2

· Exercise Objectives

· See Step 1.3

· Scenario Guidelines:

· See Step 1.4
· Scenario narrative

· See Steps 2.1, 2.2, 2.3, 2.4, and 2.5

· Timeline of Key Scenario Events

· See Steps 3.1 and 3.3 

· MSEL

· See Steps 3.2 and 3.3
· Messages and Injects
· See Steps 3.4, 4.1, 4.2, 4.3
· Support Data Development

· See Steps 4.4, 4.5, 4.6, 4.7, and 4.8 
	

	□
	Ensure the expected response in the Timeline and MSEL are accurately listed and sequenced in accordance with plans and procedures
	

	□
	Review messages and data materials to ensure there is sufficient information to allow responder (player) decisions and actions
	

	□
	Ensure scenario materials are complete and to check for usability:

· Compare the scenario materials and all aspects of the exercise plan with the elements defined in DOE Guide 151.1-3, Chapter 4 Appendix D and the other DOE Guide 151.1 series as appropriate

· Assign a controller from each major control and evaluation location to review the information that they are required to present to responders (players)

· Have a Safety Representative and the Lead Activity Point Controllers review the scenario and conduct a walkdown of activity points to identify any missing information needs and to address potential hazards to the responders (players), evaluators, and controllers that should be documented and communicated in briefings

· Conduct an independent review by technical experts from other departments and disciplines.  The review team should be made up of persons who have served in key roles, such as Incident Commander, Shift Superintendent, Crisis Manager, Emergency Director, and Lead Controllers at each main activity point (e.g., event scene, medical, Shift Superintendent, Technical Support Centers, Emergency Operations, Centers, and the Joint Information Center)
	








This checklist provides a template for conducting a quality review of exercise scenario materials. The planning and development principles taught in the Developing Exercise Scenarios (DES) tutorial are used as criteria. 





The checklist focuses on conducting a quality review on scenario materials as selected and/or developed for a specific exercise.  This checklist may be modified to meet specific facility/site exercise needs and requirements.





It may be helpful to provide a copy of the checklist and the exercise scenario materials to the participating organization(s) to conduct the quality review. 
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